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PART 1

Microarchitectural sidehannel attacks

How formal methods can help you protect
your secrets from the vagaries of time



What are sidechannels?



Programs manipulate secret data

Critical software Is prevalent:
A Secure communications

A Online banking

A Protect health data

Their security relies on cryptography:
A Mathematical guarantees

A Verifiedimplementations (no bugs, functional)

A But what about their execution in the physical world?
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X that canbe observedoy attackers

Timingand microarchitecturahttackscan be run remotelji]
[1] Remote Timing Attacks Are Practical, D&mamleyand DarmBonehat USENIX 2003 Lo



Concrete example

/bool check _pin (char * guess) { \
for (1=0; 1<4; |++)
T (quess[ I1]!=pin[ 1]
return false;
return  true;

\ Y,
[Bpin = 4321]
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Concrete example

/bool check pin (char * guess) { \

for (i=0; i<4; i++) Attack
it (quess[ i]!=pin[ ] C lexit
return false; OMpIeXIty
fromp Tt

return  true,

\} / topm T
[ pin = 4321




Countermeasure

/bool check pin (char * guess) { \
good = true;
for (1=0; 1<4; |++)

good &=qguess[ I ]==pin[ 1],
return  good;

\ Y,

Make timing independent of secret
Remove secretiependent branch!

18



More generally, how can secret leak?

4 )

If secret
Controkflow leaks

then foo() » trace - encd-to-end timing

- different resource consumption
else  bar() > traceR - branch predictor state

/ - Instruction cache

- Instruction prefetcher

- micro-op cache

- X

trace O secret

B ) (race RO seeret




More generally, how can secret leak?

Memory accessekeak [ x =tab[ secret ] ]
- caches

- data prefetchers

- load/store dependencies
- X

Cache
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More generally, how can secret leak?

Memory accessekeak [ X =tab[ secret ] ]
- caches
- data prefetchers
- load/store dependencies Cache Probe cache
-X fast
slow
fast




More generally, how can secret leak?

Variable time instructiondeak [ X= mul yz ]
0

- divisions

- multiplication — U &z
- depends on microarchitecture )

- X




Why does it matter?

Timing Attacks on Implementations of
Diffie-Hellman, RSA, DSS, and Other Systems Cache-timing attacks on AES

Paul C. Kocher Daniel J. Bernstein *

Cryptography Research, Inc. _ o _
607 Market Street. 5th Floor. San Francisco. CA 94105. USA. Department of Mathematics, Statistics, and Computer Science (M/C 249)
E-mail: paul@cryptography. com. J The University of Illinois at Chicago
Chicago, IL 60607-7045

djb@Qcr.yp.to
Abstract. By carefully measuring the amount of time required to per-

form private key operations, attackers may be able to find fixed Diffie-
Hellman exponents, factor RSA keys, and break other cryptosystems.

Against a vulnerable system, the attack is computationally inexpensive Abstract. This paper demonstrates complete AES key recovery from
and often requires only known ciphertext. Actual systems are potentially known-plaintext timings of a network server on another computer. This
at risk, including cryptographic tokens, network-based cryptosystems, attack should be blamed on the AES design, not on the particular AES

and other applications where attackers can make reasonably accurate
timing measurements. Techniques for preventing the attack for RSA and
Diffie-Hellman are presented. Some cryptosystems will need to be re-
vised to protect against the attack, and new protocols and algorithms paper discusses several of the obstacles in detail.

may need to incorporate measures to prevent timing attacks.

1996

library used by the server; it is extremely difficult to write constant-time
high-speed AES software for common general-purpose computers. This



Solution? Constaritme programming!

Write programs with:

A No secretdependentbranches

A No secretdependentmemory
accesses

Already used in many cryptographic implementations

26



Constanttime Is not easy to implement

uint32_t select(uint32_t x, uint32_t y, bool secret) {
(secret) X ;

Y5

uitnt32_t ct_select(uint32_t x, uint32_t y, bool secret) {
sighed b = - secret;
(x & b) | (y & ~b);

27



Compilers can break constamne!

uint32_t (uitnt32_t x, uwnt32_t y, bool secret) {

public ct_select_u32_wv4 .
ct_select_u32_v4 proc near — — .
—select_u32_vé p signed b = secret;
var_l4= dword ptr -14h .
var_D= byte ptr —-0Dh ( X & b ) | ( y & Nb ) J
var_C= dword ptr —0Ch
var_ 8= dword ptr -8
arg_0= dword ptr 4
arg_4= dword ptr &
arg_8= byte ptr OCh
push esi public ct_select_u32_wv4
sub esp, 10h et_select_u32_vw4 proc near
mowv al, [esp+lih+targ_8]
mowv ecx, [esp+ldhtarg_4] e —
v sax, [aiiameaedo) clang3.0¢O0 srg.0= byte ptr 4
mov [esp+ldh+var B8], edx arg_4= byte ptr &
mov [esp+ldh+var_C], ecx arg_8= byte ptr 0OCh
and al, 1
mov [esp+ldhtvar_D], al mowv al, [esptarg_£&]
mowv al, [esp+lih+var_ D] te=st al, al
and al, 1 jz short loc_804842F
MoOVIX ecx, al
mow edx, 0 * I I
sub edx, ecx I 3 O 03
mowv [esp+ldh+var_14], edx C ang- " C ﬁlﬂ ﬁﬁ
mowv ecx, [esp+ldh+tvar_8]
and ecx, [esp+ldhtvar_14] lea eax, [esptarg_ 0]
mev edx, [esp+ldh+var C] mewv eax, [eax] loc B04842F:
Xor esi, OFFFFFFFFh mev eax, [eax]
and esi, edx retn
or esi, ecx
| - eax, esi ct_select_u32_ w4 endp
add esp, 10h
j=l=]=] esi
retn

ct_select_u32_v4 endp

28



Compilers can break constamne!

S uint32_t (uitnt32_t x, uwnt32_t y, bool secret) {
n:t_select:u:iz_vd_pru; near S "Lg ned b — — Sec r‘e't ;

varpe byte pto —obh (x & b) | (y & ~b); \/
var_C= dword ptr —0Ch

var_ 8= dword ptr -8

arg_0= dword ptr 4

arg_4= dword ptr &

arg_8= byte ptr OCh

push esi public ct_select_u32_wv4
sub esp, 10h et_select_u32_v4 proc near
mowv al, [esp+lih+targ_8]

mev ecx, [esp+l4h+arg 4] | qm— I OO -

mev edx, [esp+ldh+arg 0] C ang' . C arg_g_ :yte ptr :

mow [esp+ld4h+var_8], edx arg_4= byte ptr

mov [esp+ldh+var_C], ecx arg_8= byte ptr 0OCh

and al, 1

mov [esp+ldhtvar_D], al mowv al, [esptarg_£&]
mowv al, [esp+lih+var_ D] test al, al

and al, 1 jz short loc_804842F
MOVEX ecx, al —

e e ‘Clang3.0c03|—> o TEE

mowv ecx, [esp+ldh+tvar_8]

and ecx, [esp+ldhtvar_14] lea eax, [esptarg_ 0]

mow edx, [esp+ldhdvar_C] mow eax, [eax] loc 804842F:

mov esi, [esp+ldh+var_14] retn lea eax, [esptarg_4]
Xor esi, OFFFFFFFFh mewv eax, [eax]

and esi, edx

or esi, ecx retn

Imov eax, esi ct_select_u32_ w4 endp
add esp, 10h

ct_select_u32_v4 endp

P Need to reason about CT at ldewvel (assembly)l

29



How to formally define constaiime?



Constanttime programming, formally?

Sidechannel observations produced by program executions must
be independent from secret input

31



Constanttime programming, formally?

Sidechannelobservationgroduced bi/ program executiolmsust
be independent from secretxrput

How do weformalize program executions?

32



System model

Smallasm (Values) v € V. (Registers) x e R (Labels) £ € L
language (exp) = v | x
(inst) ::= add x (exp) (exp) | mul x (exp) (exp)
| 1load x (exp) | store (exp) (exp)
| beaz (exp) € | jup (exp)
(Program) P :L — (inst)

r:R—V (Register map)

Configurations o = (r,m) where {m:V—>V (Memory)

33



System model

Expression evaluation ﬂeﬂr =V

Instruction evaluation g — O'!

ADD
¢ = r(pc) P[{] = add x e; eo v=lei], + [ez2]r r' =r[x— v|[pc— £+ 1]

(m,r) — (m, ')

34



Constanttime programming, formally?

Sidechannel observatiods produced by program executions must
1 be independent from secret input

How do we define sidehannel observations?

35



Definesidechannelobservations

Semantics instrumented with observations

o = o’ with o € O (Set of observations)

Constanttime observation modeg(or leakage model)
A Program counter is observable
A Memory addresses are observable

O = {e, load a, store a, pc £}

Other observation modes are possible

36



Definesidechannelobservations

Additions leak an atomic leakage

ADD
¢ = r(pc) Pl{] = add x e; e v = [e1], + [e2]~ r' =r[x— v|[pc— £+ 1]

(m,r) — (m,r")

Loads leak their address

LOAD
¢ =r(pc) P|f] =load x € a = [e|, r’ = r[x — m(a)|[pc — £+ 1]

load a

(m, r) (m,r")

37



Definesidechannelobservations

Controtflow instruction leak their target

BEQZ-TAKEN
Plr(pc)] = beqz e /¢ le]» =0 1’ = r[pc— /]

(m, ) LGN (m,r")

BEQZ-NONTAKEN
P[r(pc)] = beqgz e ¢ le]- #0 ¢ =incr(pc) 1" = rlpc — /']

ot
{(m, ) LN (m, ")

38



Constanttime programming, formally?

Sidechannel observations produced by program executions must
be| iIndependent from secret inpqt

|

What does it mean to be independent from secret input?

39



Definesecurity

Define public/secrets

Partition state intogpublic(low)/ secret(high)registers and memory

. . /
Low-equivalence relation o ~, o

Two configurations ar®w-equivalent
If they have the same public values

40



Definesecurity

Definition 1 (Security). A program P is secure, if and only if:
For any pair of initial configurations og, oy,
if oo ~1, o}y and o9 = "0y,
, then
ol =m0’ and 0 = o

Q
Public, Secref !Tc?ﬁl Observation (pc + mem)
t dzof A OZ {i’]Qhéé1

@p))

Nﬁl-ﬂxzyf 6LIO b

41



Definesecurity

Definition 1 (Security). A program P is secure, if and only if:
For any pair of initial configurations og, oy,
if o9 ~1, ob and og — "0y,
, then
oh “"o! and o = o

Property relating? execution traces’z-hypersafety1

42



Now how do we verify CT?



Several approaches

A Systematic Evaluation of Automated Tools for Side-Channel
Vulnerabilities Detection in Cryptographic Libraries

Antoine Geimer
Univ. Lille, CNRS, Inria
Univ. Rennes, CNRS, IRISA

Lille, France

Lesly-Ann Daniel
KU Leuven, imec-DistriNet
Leuven, Belgium

Static

AType systems

A Abstract interpretation
A Symbolic execution

Mathéo Vergnolle Frédéric Recoules
Université Paris-Saclay, CEA, List Université Paris-Saclay, CEA, List
Gif-sur-Yvettes, France Gif-sur-Yvettes, France

Sébastien Bardin Clémentine Maurice
Université Paris-Saclay, CEA, List Univ. Lille, CNRS, Inria
Gif-sur-Yvettes, France Lille, France

Dynamic
ARecord and compare observations
A Statistical tests

AFuzzing
ADynamic symbolic execution
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Symbolic Execution [1,2]

foo( public p, secret s)

C.=p*s I 48;
if (c=0) error ();
else return s/c;

}

Canerror be reached?

[1] James C. Kin§ymbolic execution and program testi@@@mmunications of the ACM, 1976
[2] CristianCadarand SerKoushik Symbolic execution for software testing: three decades I@@mmunications of the ACM,426013
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Symbolic Execution [1,2]

foo( public p, secret s){ Symbolic store
C:=p*s I 48; m
if (c=0) error (); ) P n
else return s/c; S M |

} cmn (-1

Canerror be reached?

[1] James C. Kin§ymbolic execution and program testi@@@mmunications of the ACM, 1976
[2] CristianCadarand SerKoushik Symbolic execution for software testing: three decades I@@mmunications of the ACM,4%013



Symbolic Execution [1,2]

foo( public p, secret s){ Symbolic store Path predicate
C.=p*s I 48; m o
if c=0) error (); ) P n @
else return s/c; S M |

; CmMn i-TY |0 n| |@ m

Canerror be reached?

error @

1

Formula& nh
N | 1TPw ™

[1] James C. Kin§ymbolic execution and program testi@@@mmunications of the ACM, 1976
[2] CristianCadarand SerKoushik Symbolic execution for software testing: three decades I@@mmunications of the ACM,4%013



Symbolic Execution [1,2]

foo( public p, secret s){ Symbolic store Path predicate
cC.=p*s I 48; m o
if c=0) error (); ) P n @
else return s/c; S M |

; CmMn i-TY |0 n| |@ m

Canerror be reached?

error @

2 SMT-Solver f
;":p =6 7 (o) Formula& nh
5=8 / N | 1TPw ™

[1] James C. Kin§ymbolic execution and program testi@@@mmunications of the ACM, 1976
[2] CristianCadarand SerKoushik Symbolic execution for software testing: three decades I@@mmunications of the ACM,5%013



CTisa Z2hypersafety!

Definition 1 (Security). A program P is secure, if and only if:
For any pair of initial configurations og, oy,
if o9 ~1, ob and og — "0y,
, then
oh “"o! and o = o

Property relating? execution trace@-hypersafety)

Verification technigues/tools for safety do not apply

51



Secure Information Flow by Selt-Composition*

Gilles Barthe! Pedro R. D’Argenio?
Tamara Rezk (corresponding author) 3

Key ideaTurn a2-hypersafetyproperty of a progrant
to asafetyproperty of a sehicomposed programh Tt Q

Can reuse verification techniques/tools for safety!

52



SE for constarime via sedfcomposition

foo( public p, secret s)

C.=p*s I 48;
if (c=0 )error();
else return s/c;

}

Canc = Odepend ons?

53



SE for constarime via sedfcomposition

foo( public p, secret s) Symbolic Execution
I 48;

C:=p*s Y
if (c=0 )error(); ) Formula& nh
else return s/c; w N i Ty

}

54



SE for constarime via sedfcomposition

foo( public  p, secret s){ Symbolic Execution

cC.=p*s I 48; L~

if (c=0 )error(); ) Formula& nh

else return s/c; w N i Ty
} \ 4

Seltcomposition

Seltfcomposed )

formula w n i TQ
&nhimh e weel & et Y

)

|
Models 2 executions

55



SE for constarime via sedfcomposition

foo( public p, secret s) Symbolic Execution
cC=p*s I 48;

if (c=0 )error(); ) Formula& nh
else return s/c; w N i Ty

}

vV
Seltcomposition
Seltfcomposed

formula . ... o n i 1 o .
n nee i b A T ©

t

Tt

&nhimh e / weel & et Y \

| \

= public Models 2 executions  Can branch differ?

56



SE for constarime via sedfcomposition

foo( public p, secret s) Symbolic Execution
I 48;

C:=p*s Y
if (c=0 )error(); ) Formula& nh
else return s/c; w N i Ty

nih i e SMT-Solver

57



Beyond settomposition: Optimization for SE

Limitations:
AWholeformula is duplicated & N h a2

AHigh number of queries to the solver

Many techniques to optimize sed2 Y LJ2 8 SR LINZ 3 NJ
Parallel SC, Product programs, Lazy SC, etc.

58



Beyond settomposition

. Optimization for SE

Relational Symbolic Execution

Gian Pietro Farina*!, Stephen Chong'? and Marco Gaboardit!

LUniversity at Buffalo, SUNY
2Harvard University

2 executionin 1 SE instance
Maximizesharing
Sparequeries

To o T

RelSEor CT
Optimizationfor binary-level

o o
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